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s technology advances rapidly, artificial intelligence (Al) has become one of the most revolutionary technologies of the 21st century. In Hong
Kong, an international financial center, the application of Al continues to deepen, bringing enormous opportunities to the financial industry. However,
any technological progress comes with risks and challenges. Particularly in Hong Kong's financial sector, the emergence of deepfake technology has
introduced unprecedented security threats to financial institutions.

Development of Artificial Intelligence in Hong Kong

As Asia’s technological innovation hub, Hong Kong has been actively promoting the research and application of artificial intelligence. The Special
Administrative Region (SAR) government clearly stated in the Hong Kong Smart City Blueprint2.0 that Al technology should be vigorously developed
to enhance urban management and service levels. Collaborating with the industry, the government has established multiple innovation and technology
funds to support Al-related research projects. Universities and research institutions in Hong Kong have also set up Al research centers to cultivate
professional talent. The country supports and promotes Hong Kong’s development into an international innovation and technology center.

The Widespread Application of Artificial Intelligence in Hong Kong

In the financial sector, banks and insurance institutions in Hong Kong have widely adopted Al technology. Machine learning algorithms are used for risk
assessment and market forecasting, improving the accuracy of investment decisions. Natural language processing technology is applied in intelligent
customer service systems to provide customer support services and enhance customer satisfaction. Additionally, Al is utilized in anti-money
laundering and fraud detection, strengthening the compliance capabilities of financial institutions.

In the medical field, Al-assisted diagnostic systems help doctors diagnose diseases faster and more accurately, achieving significant results, especially
in cancer screening and chronic disease management. In education, intelligent teaching platforms offer students personalized learning experiences,
allowing teachers to adjust teaching strategies based on data analysis. The transportation management department uses Al to optimize traffic signals,
reduce congestion, and improve citizens’ travel efficiency. The Hong Kong government has also collaborated with the Hong Kong University of Science
and Technology to develop a Hong Kong version of ChatGPT, conducting trials and applications within government departments.

The Rise and Risks of Deepfake Technology

However, the development of Al has also brought new risks, with deepfake technology being a prominent concern. Deepfake utilizes deep learning
algorithms such as Generative Adversarial Networks (GANs) to generate highly realistic fake images, audio, and video. Criminals may exploit this
technology to conduct illegal activities like fraud, defamation, and manipulating public opinion.

In Hong Kong, the risks associated with deepfake technology have garnered attention from all sectors of society. As an international financial center
with frequent capital flows, Hong Kong's financial institutions have become high-risk targets for deepfake attacks. Criminals might impersonate bank
executives or important clients, instructing employees to carry out unauthorized fund transfers, leading to significant financial losses.

Furthermore, deepfake technology could be used to create false market information and manipulate stock prices. For instance, releasing a fabricated
corporate merger announcement might trigger severe market fluctuations, causing losses to investors. Forged statements from prominent figures can
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also affect investor confidence, disrupting the stability of financial markets.

Challenges Faced by Hong Kong Financial Institutions

Hong Kong's financial institutions are renowned for their efficiency and rigorous management, but traditional security measures may be insufficient
against the challenges posed by deepfake technology. Firstly, the authenticity of deepfake content is difficult to discern, and employees might not
detect anomalies promptly in urgent situations. Secondly, existing laws, regulations, and supervisory measures may not yet cover emerging
technological risks, increasing the difficulty of risk management.

Additionally, Hong Kong's financial institutions are closely connected with global markets. A security incident could cause a chain reaction
internationally, with far-reaching impacts. The rapid dissemination of information also makes fake content easier to spread, increasing the complexity
of risk control.

Strategies to Address Deepfake Risks

To effectively prevent the risks brought by deepfake technology, Hong Kong’s financial institutions need to implement measures on multiple fronts:

1. Technological Upgrades :

Introduce advanced deepfake detection tools and use Al technology to counter Al threats. Collaborate with local and international tech companies to
develop security solutions suitable for the Hong Kong market.

2. Strengthen Employee Training :

Regularly conduct security awareness training to enhance employees’ understanding of deepfake technology. Establish emergency response plans to
ensure employees can verify suspicious instructions according to standard procedures.

3. Improve Internal Processes :

Implement multi-factor verification mechanisms, especially in operations involving large fund transfers or sensitive information. Utilize biometric
technology and two-factor authentication to enhance the reliability of identity verification.

4. Legal and Regulatory Support :

The Hong Kong government and financial regulatory agencies need to improve relevant laws and regulations, strengthening the crackdown on
deepfake crimes. Establish industry standards to promote information sharing and collaborative prevention.

5. Public Education and Media Supervision :

Increase societal awareness of deepfake technology; the media should take responsibility to avoid spreading unverified information. Educational
institutions and community organizations can conduct related promotional activities to enhance public prevention awareness.

Existing Measures in Hong Kong

Notably, Hong Kong has already begun taking action to address the challenges of deepfake technology. The Hong Kong Monetary Authority (HKMA)
has issued guidelines on technology risk management, emphasizing attention to emerging technology risks. Several banks have started investing in Al
security technology to strengthen internal risk control.

Simultaneously, the Hong Kong Police Force has intensified efforts to combat cybercrime. The Cyber Security and Technology Crime Bureau, a
specialized unit within the police force, is responsible for handling criminal cases involving deepfake technology. These initiatives contribute to
enhancing the security level of Hong Kong's financial institutions.

Conclusion

The development of artificial intelligence has brought tremendous opportunities to Hong Kong but also introduces new risks and challenges. Deepfake
technology poses a severe threat to the security of Hong Kong’s financial institutions, requiring the heightened attention of the entire society. Through
technological innovation, enhanced training, improved laws and regulations, and increased public awareness, Hong Kong is equipped to meet this
challenge and continue maintaining its leading position in the international financial market.

While enjoying the convenience and efficiency improvements brought by Al, we must remain vigilant to ensure that technological progress serves
societal well-being. Looking ahead, we anticipate Hong Kong will continue to play a leading role in the field of artificial intelligence, providing valuable
experience and insights for global technological development and risk management.

By Ricky LI
The author is an Officer at the Hong Kong Securities and Futures Professionals Association.
The views do not necessarily reflect those of Orange News.
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